Release Notes SanerNow 4.0.0.5

Updated Code Signing Certificate and signed all executables and binaries.

Release

1.

5.

Release

Notes SanerNow 4.0.0.4

Fixed cross-site scripting and remote code execution vulnerabilities that existed in update
logo feature in Account Management that allows attackers to define potentially untrusted
Javascript running within a web browser. Thanks to Sumit Birajdar helping us discover the
vulnerability.

Integrated support for Fedora 28 operating system.

Patch Management supports MSI file format for remediating vulnerabilities in Windows
Systems.

Fixed configuration file corruption issue on force shutdown/restart of devices using backup
mechanism.

Minor bug fixes.

Notes SanerNow 4.0.0.3

Introduced device status on group-based view in Manage page.

. Fixed Mail settings update for Administrators and Accounts/Sites.
. Added persistence of task scheduling in Endpoint Management (EM) and Endpoint

Detection and Response (EDR).
Minor bug fixes.

Notes SanerNow 4.0.0.2

Fixed host counters in Assets License Section in PDF reports. Fixed detection counters in
loC and loA Sections under Endpoint Detection and Response (EDR) PDF reports.
Fixed Remediation action issues in Compliance Management (CM).

. Other minor bug fixes.

Notes SanerNow 4.0.0.1

Fixed scheduling software deployment tasks in Endpoint Detection and Response (EDR).

. Added hostnames of devices associated to a specific Software/Hardware License in in CSV

report of Asset Management.

. Fixed an update issue in Sensitive Data Detection detection scripts under Endpoint

Management (EM) .
Fixed scheduler update issue in System Health detection scripts under Endpoint
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