How to automate patch management in SanerNow?

SanerNow Patch Management Solution offers automation rules to remediate vulnerabilities soon
after detection. You can automate the entire patch management cycle from scanning to
deployment with the automation rules.

Let us learn how to automate patch management in SanerNow.

1. Go to Patch Management Tool: You will land on the patch management dashboard.
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2. Click on Automation.



https://docs.secpod.com/docs/how-to-automate-patch-management-in-sanernow/

SaANernNoOwW Managing sitex.SecPod Q. ThusulT 2:04:30PM & SecPod Admin v

Device Compliance Bes  Assets Compliance Besw

u @ Creca
Comvaces Ly
Erpen ® High
Medum
® Low
4471 vuinerabi 337 ratches G Device
Security Patches 2 O seuree: AllGroups EROS: ANCS Family:  Allselected (3)=  Sewerity:  Allselocted (4)~ sutus: [J J B = wearch QA Wow sv W
Host Hame Operating System Group Patch Skre Risk Status
g G414 Ubuntu v18.04 architeciure xi5_g4 T _GrOups 235 patches o 248.4 MiB 1863 EFEQ e
B vig-wabid-r-com Micrasch Windows Server 2012 RZ wE.3.9600 archi...  windows server 2012 r2 13 patches 4 H02AMIB D= T
3 v k- 21,10 Ubaintis w21, 10 architecture x85_54 PE_RTOUpS T7 patches ¥ 2833 MIB CEw ¥
- Micrrsodt Windcnes 10 w21 HZ architecturs AMDG4 winio ST7.3 MR =R

3. Select desired Asset Group and Asset Family.

Select all groups

4. Now, select the assets by clicking the checkboxes.
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5. Click on Create Automation Rule.
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The Schedule Task Window is displayed to create an automation rule.

6. In Schedule Task Window, you can opt for patching options.




Schedule a task

Patch Severity

Pateh installation type

Note: Vendor Advisories (such as USN, RHSA, or CESA) are not considered for patch
severity because there is no definite CVE score associated with them.

7. Choose patch installation type: You can choose both security and non-security patches.

8. Click on the Future Assets checkbox to include upcoming assets for patching.

Schedule a task

9. Now, click Next to go to the schedule a task window.
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10. Again, in Schedule Task Window, you can set schedule options.

= Select how often the patching process must take place.

= |f you select the After Scheduled Scan option, patching happens every time after the scan
» If you select to patch Daily at a specific time, mention the start and end time
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= If you want to patch Weekly, schedule the week and the day along with a start and end
time to run the automation rule
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= |f you're going to run the rule for every month, select the month, week, day, and dates
along with a start and end time to run the automation rule




Schedule atask

Schedube opt

How often

On selected months | Selacted Months «

# Run Every

Run Every

Start and End Time *

Reboot Schedule

Choose File

Pre-remediation seript

Choose File

Task Narié

Patching Activity Netification

Past Patching Activity Notification

Schedule atask

Schedule opticns

How often schedubed scan Daily O Weekly @ Manthly

On selected months  Selected Months =
® RunEvery Selected Weeks =  weehson tod Days~  days

Selectall = |

Run Every |

M 15
Start and End Time * HH~ [Mvss] L poa
Reboot Schedule Do not rebiooy -
Choose Fie | No file choss o

Fre-remediation script
Choose File | Na file chosen

Post-remediation script

Task Name

Patching Activity Notification

Post Patching Activity Notification




*chedule opticns
How often ) sher scheduled scan O Daily O Weekly ® Monthly

On selected months  Selected Months -

® RunEvery SolectedWeeks~ weekson Selocted Days= | days

Selectall
Run Every - Dates
Start and End Time * He bl il H= - bt
Reboot Schedule Do mat e
-
Pre-remediation script Choose File | No file chosen o
Post-remediation seript Choosa ERal] Ho e chosen
Task Hame
Panching Activity Notification
Post Patching Activity Notification
= =
Schedule a task
Sehaduls splicni
Howoften () after scheduled scar Daily Weekly @ Monthly
On selected months  Salected Months =
Run Every Nocksw weekson s days
® Run Every Selected Dates~ Dates
. Selectall L
Start and End Time * bl Lacalns v
Reboot Schedule Donstreboo [ 2 -
Pre-remediation script Choose Fie| . o
Choose Fiie |+

Post-remediation script

Task Name

Patching Activity Motification

Post Patching Activity Notification

11. From the dropdown list, schedule Reboot time after patching. You got three options,

= Do not reboot
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» Reboot Automatically: Here, you can give a reboot pop-up message before rebooting
starts
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* You can also schedule a reboot by setting reboot time and reboot message
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Note: This value specifies the local date and time at which reboot will be mandated on
all endpoints. Logged-in users are allowed to postpone reboot on their machines until

this date time value is reached. A prompt will appear on user’s screen before initiating
reboot.

How to run Pre-remediation and Post-remediation scripts?

1. You can choose to run Pre-remediation and Post-remediation Scripts before and after
patching activity. Click on Choose File to upload the script from your device.
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Supported file formats in the script are:

= Windows: inf, reg, psl, bat, exe, msi, msp

= Linux: sh, deb, rpm
= macOS: sh, pkg, dmg (pkg, app)

2. Assign the desired Task name.
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3. You can write a customized message to notify patching activity in the Patching Activity

Notification field.
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4. You can also assign a post-patching activity message in the Post Patching Activity Notification
field. These notifications will keep you notified about the patching activity.
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5. Lastly, select the asset group from the dropdown list and click on Create Automation Rule.
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You have successfully created an automation rule in SanerNow.

13



