How to exclude vulnerabilities in SanerNow VM tool

SanerNow VM tool will detect and identify all the vulnerabilities that exist in an account. You can
see all the detected vulnerabilities displayed on the All Vulnerabilities page. However, there might
be scenarios in which you want VM tool to exclude vulnerabilities from certain devices or groups.

VM tool allows you to exclude vulnerabilities. And you can do this namely at - Account, Group(s),
and Device(s) level.

Follow the below mentioned steps on how to exclude vulnerabilities at Account, Group(s), and
Device(s) levels.

Step 1: On the VM Dashboard, click on All Vulnerabilities which is located at the top right hand side
of the page.
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Step 2: You will be directed to the All Vulnerabilities page. Here, you can view all the vulnerabilities
found by VM tool.



https://docs.secpod.com/docs/how-to-exclude-vulnerabilities-in-sanernow/
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Vulnerabilities [ Seource: All Groups Family: All selected (4 Severity : All selected [4 | Cuick Action = 25 w
11} Title Severity Assets Hosts Detection Date Release Date Fix
3914-2 USH-3914-2 ntfs-3g update 1 2 1 2023-02-24 - Li]
SN-4037-1 USN-4037-1 pelicykit-desktop-privileges update 1 1 1 2023-02-24 o
SN-4360-1 USN-4360-1 json-c regression 1 1 1 2023-02-24 - Li]
VE-2011-308¢ Use-after-free wulnerability in Google Chrame and Apple iTunes via vectors involving a STYLE element 1 1 1 20230222 2012-05-15 L]
The iframe sandbax rules were not cormectly applied to XSLT stylesheets, allowing an iframe to bypas... 1 3 2 20723-02-24 1021-12-10 L]
USN-4436-2 librsvg regression b 1 ] 1 2023-02-24 : L]
111 WebkKit removeChild() Remote Code Execution Yulnerability 2 1 20723-02-22 M010-03-25 L]
Malicious command could be hidden in devtools output on Windows in Mozilla Firefox, ESRand Thu., 1 1 1 2023-02-09 - L
Apple ITunes Webkit Unspecified Wulnerability 1 1 2023-02-22 2010-06-18 L]
SN-5122-1 USN-5122-1 apport vulnerability 1 1 1 2023-02-24 - Li]
5112 Use-after-free vulnerability in the SUG Implementation in WebKit in Google Chrome and Apple ITunes 1 1 2073-03-22 H012-10-11 L]
SN-4024-1 USH-4024-1 evince update 1 3 1 2023-02-24 - Li]
SN-3866 USH-3866-2 ghostscript regression 1 2 1 20730224 L]
SN-5606- USH-5606-2 poppler regression 1 3 1 20723-03-24 - Li]
SN-4134 USN-4134-2 ibus regression 1 ] 1 2023-02-24 o
N-4171 USN-4171-6 apport regression ! 1 1 2023-02-24 - L]
VE 19-6235 Memory corruption vulnerability in Apple¥eyStare in Apple iTunes - CVE-2019-6235 1 1 1 2023-02-22 20150531 o
SN-5473-1 USH-5473-1 ca-certificates update 1 1 1 2023-02-24 - L

Iframe sandbox bypass with X5LT - CVE-2021-4140 1 3 2 2023-02-24 220308 o -

Step 3: Click on the checkboxes displayed towards the right side of the vulnerabilities that you
want to exclude. And then click on the Quick Action button.

SANEIrNOW Vansging Testsug () wiminw
* Vulnerabilities = source: Family: 1 s seweritys = v
B w Titlo Savarity hssets Hosts Detaction Dats Beloaso Dato Fix
: A an elevation of privlege vulnera bility sxets when an attackes establishes 8 vuinerabie Netlogon secure channel corection to a do.. 1 1 20030234 o
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LISK-4120-2 systeme regressian - o
= LISH4432.2 grub2 regression o
USH-4171.5 appart regressian o
UISH-4233-2 gnutls update 1 1 003-02-24 o
UISH-5T8Z-2 firefox regressions. I 1 2230224 - o
Gusests rigger NK interface reset sbort crash via netback i s possible Tor a guest to trigger & NIC intert] 20231208 o
gelbus setgid privilege escalation 20014000 o
Use-aftar-frés vulnerability in Google Chrame and Apple iTunes via vectors involvieg tables 2013-05-15 o
= USH-5080.1 ca-cartificates update v m)
USH-4580-2 linuse-Image 1 2 1 2003.02:24 o
USH-4233-1 gnutls update o
LISK-3446-3 ghostscript regression 1 1 030224 - o
USH-5761-1 ea-cenificates update 1 1 000224 - o
USH-5481-1 biusT vilnerabitnies - o
Riamobs cods ssscution valneralilty in Git via the axpart-subst mechanism - CVE-2012-41053 1 2003-02-05 2030110 o

Step 4: You will see two options when you click on the Quick Action button - 1. Exclude and 2.
Remediate.
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Step 5: Click on Exclude option. You will now be presented with a new pop-up screen.

Step 6: You need to fill in information in all the textboxes marked with an asterisk (*). Fill in the
required info in the below text boxes.

= Policy Name - Provide a name for the policy you are creating.
= Reason - You need to select the reason you want to exclude the vulnerabilities. Select one
of the reasons presented by the drop-down box. The following reasons are available for
you to choose.
» False Positive
» Not Applicable
= Risk Accepted

= For Days - Enter the number of days you want VM tool to exclude the vulnerabilities.




* (You can exclude the vulnerability for minimum 1 day and a maximum for 999 days.)
= CVEs - Here, you will see all the vulnerabilities you selected to be excluded. At the same
time, you can manually add vulnerabilities to be excluded using the Add button.

CVEs (*) |3 Vulnerabilities selected Q
CVE-2022-3643 X CVE-2020-11936 ¥ CVE-2011-3089 X

Add custom entry.....

= Scope - You need to select the scope. You can choose between Account, Group, and
Device.

Scope @® Account (O Group () Device

» Account - When you select Account, the selected vulnerabilities will be excluded from all
the devices that are part of the account till the date specified by you.

= Group - When you select Group, the selected vulnerabilities will be excluded for all the
devices that belong to the selected Group(s) till the date specified by you. (You can select
multiple groups)




Scope () Account @ Group (O Device

Test Group
general purpose
Lab_Infra

ubuntu

O OR

Exclude Selected Items Cancel ‘

= Device - You can select one or more devices belonging to various groups to exclude the
selected vulnerabilities till the time specified by you. You can select multiple devices
belonging to various groups to exclude selected vulnerabilities from them.

Scope (O Account (O Group @ Device

o Test_Group
Windows_Test Machine
4 [] general purpose
] Machine_6
4 B Test_Group2
Machine_1
Machine 3
Machine 2
] Machine_4
¢ [] ubuntu

Exclude Selected ltems Cancel




Step 7: Once you have selected the Scope, click on Exclude Selected Items button. VM tool will
exclude the selected vulnerabilities from applicable devices.

How to Exclude Assets in VM tool

Step 1. On the VM Dashboard, you can find the Top Vulnerable Assets section located at the
bottom left corner of the page. All the top vulnerable assets found in the account are listed here.

Top Vulnerable Assets Q Hcsv 15w
Asset Risks Hosts Affected O
Microsoft Windows Server 2019 x64 1815 ([
Apple iTunes x26 1111 (I
linux-image 551 O
linux-image-generic-4.15 551 T (T

Step 2: You will find the Exclude option when you click on the Quick Action button.
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Step 3: You will see two options when you click on the Quick Action button - 1. Exclude and 2.
Remediate. Click on Exclude. You will be presented with a new pop-up window.

Step 4: You need to fill in information in all the textboxes marked with an asterisk (*). Fill in the
required info in the below text boxes.

= Policy Name - Provide a name for the policy you are creating.
= Reason - You need to select the reason you want to exclude the vulnerabilities. Select one
of the reasons presented by the drop-down box. The following reasons are available for
you to choose.
» False Positive
» Not Applicable
= Risk Accepted




» For Days - Enter the number of days you want VM tool to exclude the vulnerabilities.(You
can exclude the vulnerability for minimum 1 day and a maximum for 999 days.)

= Assets - Here, you will see all the assets you selected to be excluded. At the same time,
you can manually add Assets to be excluded using the Add button.

Assets (*) |2 Assets selected Q
Microsoft Windows Server 2019 x64 ¥  Apple iTunes x86 X

(=

Add custom entry..... m

* You need to select the scope. You can choose between Account, Group, and Device.

Scope @ Account () Group () Device

= Account - When you select Account, the selected vulnerabilities will be excluded from all
the devices that are part of the account till the date specified by you.

= Group - When you select Group, the selected vulnerabilities will be excluded for all the
devices that belong to the selected Group(s) till the date specified by you. (You can select
multiple groups).




Scope () Account @ Group (O Device

Test Group
general purpose
Lab_Infra

ubuntu

O OR

Exclude Selected Items Cancel ‘

= Device - You can select one or more devices belonging to various groups to exclude the
selected vulnerabilities till the time specified by you. You can select multiple devices
belonging to various groups to exclude selected vulnerabilities from them.

Scope (O Account (O Group @ Device

o Test_Group
Windows_Test Machine
4 [] general purpose
] Machine_6
4 B Test_Group2
Machine_1
Machine 3
Machine 2
] Machine_4
¢ [] ubuntu

Exclude Selected ltems Cancel




Step 7: Once you have selected the Scope, click on Exclude Selected Items button. VM tool will
create the Exclude policy and exclude the selected assets and all the vulnerabilities belonging to
the asset from applicable devices.

Note: In VM tool, you can exclude vulnerabilities in various ways. For instance, you can exclude a
vulnerability directly from the vulnerabilities table on the VM Dashboard. However, you must follow
the steps mentioned above, irrespective of what page or section you use to exclude a vulnerability.

How to Enable/Disable, Edit and Delete an existing Exclude Policy in VM
tool

Step 1: On the VM Dashboard, click on Manage Detection located at the top right corner of the
page.
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Host Name Operating System Group Risks Count Severity Distribution Assets Last Scanned Status
Ubuntu vig,04 architecture x86_64 Buntu 24 2023-02-24 03:48:00 PMIST
untu rehitectuine wa6_ ubuinty a1 525 (]
Microsoft Windows Server 2019 v1809 archit..  Avinash o ) 2022-03-20 01:33:00 AM IST [
0 152168 Android 7.1.2 (Linux 3.10) phane : X 20230 40:00 PM 15T =~
0O 15216823 Android 7.1.2 (Linux 3.10) phone 5 [ 1 | 2023-02-23 12:40:00 PM ST =
Tomato 1.27 - 1.28 {Linux 2.4,20) unassigned B 2023-03-23 12:40:00 PM 15T -
O 192.168.23 Android 7.1.2 {Linux 2.10) phane 1 1 20230323 123700 PM 15T -

Step 2: You will be presented with a new screen. You can see all the Exclude Policy that exist in the
account.
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The last column on this page - Action presents you with three buttons namely - a toggle button -

Enable /Disable, Edit, and Delete buttons that can be used to control Exclude policies.

Button Usage
ENABLED Using this button, you can enable the Exclude policy.
DISABLED

Using this button, you can disable the Exclude policy.

Edit

Using this button, you can edit the Exclude policy.

Using this button, you can delete the Exclude policy.
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